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Secure Software Enablement (SSE)

Secure Software Enablement (SSE)

Secure Software Enablement (SSE) focuses on building secure applications by integrating
risk based requirements, automated analysis, and secure coding into the development work
stream to optimise speed and value.

Deloitte’s SSE is a step ahead as it provides more than just test findings reports. Our unique
value lies in providing assistance to identify and remediate exploitable security defects.

We have secure software developers teamed with experienced analysts having years of
experience in deploying, integrating, and operating the leading testing technologies.
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Secure Software Enablement (SSE)

Key challenges faced by organisations

Some of the typical issues encountered are:

Lack of timely, Lack of know- Lack of adequate Discontinuous
risk-based how on security pre-production vulnerability
identification architecture functional monitoring
and remediation review security testing,
of security dynamic testing
vulnerabilities and penetration
throughout the testing
life-cycle

methodologies
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Secure Software Enablement (SSE)

Key differentiators of Deloitte’'s SSE

Integrated

* Solves operational application security needs to integrate
information security, risk management, and application
development functions.

* Bridge the gap between these functions and provide reusable
remediation strategies without disrupting the software
development cadence.

Business relevant
* Vulnerabilities relevant to managing business risk is prioritised.

Risk-based

* Application security efforts align with defined risk factors that
impact impacting the client, including the threat landscape and
regulatory compliance.

Flexible

* Application development is a continuous process. An efficient
and effective security is integrated and supplemented with these
processes without causing a disruption or a delay.

Benefits
Knowledge Prioritization of Increased Effective Increase
of threat investments compliance incident in ROI
landscape management
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Secure Software Enablement (SSE)

Secure Software Enablement lifecycle model

Deloitte’s SSE life cycle enables software security activities throughout the standard
software development lifecycle by providing timely, risk-based identification and

remediation of security vulnerabilities.

Activities

* Apply coding
standards and

develop secure code
* Analyse and prioritise
scheduled static code

scan results
¢ Remediate issues

with assistance from

specialists

Planning and
requirements

Activities Activities

* Develop threat * Develop security
modeling architecture

* Develop security * Develop security
requirements test plans

* Confirm application
risk profile

e Security analyst
reviews of security
requirements

Release

Activities

* Perform initial production
vulnerability scan to confirm
no new vulnerabilities
introduced

* Metrics and reporting

 Continuous vulnerability
monitoring

Additional activities will be performed by the managed service.

Two gate checks must be adhered to:

01. Design and Architecture - Security architecture and security requirements with approval

by security team

02. Sprint Testing - Security testing and exception must be completed and risk management

planin place
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Secure Software Enablement (SSE)

Activities

* Execute security
test plans

Maintenance

Performed in every sprint . One time activity
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Secure Software Enablement (SSE)

Secure Software Enablement managed
services approach

* Delivery * Technology
management * Processes

* Governance

* Organisation

Framework

Software risk Board level Talent
@ analysis reporting and management
metrics

Operations
and

Management Solution i Standards and
g coordination FEEER governance

Creative Industry Tools and Knowledge
problem awareness techniques management
solving
Key
Practices
Structured Education Metrics and Technology
processes and training performance solution
knowledge
e Structured delivery e« Subject matter * Benefit from lessons
* Proactive services expert—availability learnt
delivery * Best practices * Industry focus
. * Speed to value application * Reduced cost of
Client Value P PP ) ) )
-value to the * Reduced cost of licensing testing
organisation on day recruiting/training tools
one employees to * Ability to scale to
perform security demand (up or
task down)
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Deloitte.

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private
company limited by guarantee (“DTTL"), its network of member firms, and their
related entities. DTTL and each of its member firms are legally separate and
independent entities. DTTL (also referred to as “Deloitte Global”) does not provide
services to clients. Please see www.deloitte.com/about for a more detailed
description of DTTL and its member firms.

This material is prepared by Deloitte Touche Tohmatsu India LLP (DTTILLP). This
material (including any information contained in it) is intended to provide general
information on a particular subject(s) and is not an exhaustive treatment of

such subject(s) or a substitute to obtaining professional services or advice. This
material may contain information sourced from publicly available information

or other third party sources. DTTILLP does not independently verify any such
sources and is not responsible for any loss whatsoever caused due to reliance
placed on information sourced from such sources. None of DTTILLP, Deloitte
Touche Tohmatsu Limited, its member firms, or their related entities (collectively,
the “Deloitte Network”) is, by means of this material, rendering any kind of
investment, legal or other professional advice or services. You should seek specific
advice of the relevant professional(s) for these kind of services. This material or
information is not intended to be relied upon as the sole basis for any decision
which may affect you or your business. Before making any decision or taking any
action that might affect your personal finances or business, you should consult a
qualified professional adviser.

No entity in the Deloitte Network shall be responsible for any loss whatsoever

sustained by any person or entity by reason of access to, use of or reliance on,
this material. By using this material or any information contained in it, the user
accepts this entire notice and terms of use.
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Tohmatsu Limited



